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Copland Compiler + Attestation Virtual Machine
• Copland Compiler

– Phrase è Attestation Instructions
– Maps abstract measurement specifications and 

cryptographic operations to concrete services

• Attestation Virtual Machine (AVM)
– Attestation Instructions è Evidence
– Functional program in monadic style
– AVM Monad
• Invokes attestation services (measurements + crypto)
• Principled updates to evidence bundle
• Protects evidence (tampering, disclosure)

Copland Language and Reference Semantics [1,2]
• Copland Phrases

– System Measurements (local and cross-domain)
– Cryptographic bundling of evidence
– Remote Requests
– Measurement Sequencing

• Copland Evidence
– Precise cryptographic structure 
– Concrete measurement values

• Reference Semantics
– Characterization of attestation-relevant system events
– Evidence Shape
– Ideal for comparing protocol alternatives [3]

Attestation Manager Monad + Appraisal Term Synthesis
• AM Monad Environment

– Nonce generation
– Composing evidence from multiple Copland phrase runs
– Appraisal Configuration
• Golden measurement values 
• Public keys
• Mapping from measurement to appraisal routines

• Appraisal Term Synthesis
– Attestation phrase + Evidence è Appraisal phrase
– Leverages existing Copland Compiler + AVM
– Less error-prone than manually constructing appraisal routines 

per-protocol

Formal Verification
• Evidence Semantics (Completed)

– Shape of AVM-produced evidence respects Copland ref. semantics

• System Event Correspondence (Nearly Complete)
– AVM respects event orderings of Copland reference semantics

• Appraisal Completeness and Soundness (Ongoing)
– Every part of the evidence is appraised
– What does a successful appraisal say about the target platform 

(and its configuration)?

Objective:  Design, implement, and prove correct a collection of software components that provide a sound infrastructure for remote attestation of layered systems.
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